Risk Communication Templates*
Use these tempiates lo create effactive
messages in high concem, high stress stuations

CCO TEMPLATE
Ure when asked a question with high-emotion
Steps:
& Compasslon
¢ Convlclion
e Opfimism
Example: (1] "I om very somy to hear about.....

(2} | believe that...; (3] in the future, | believe
that ...

"WHAT IF" TEMPLATE
Use when asked a “what #, whal might
huppen” question

Staps:
s Repeattha quostion (withou! negatives;
o Bridge lo "what Is"
s Slate whal you know factuaily
Example: [} “You've asked me what might
happenil. .. (2] believe there is value to talk
atout what is, what we know now: {3} And
what we know fs...”

*Source; Or. VincentT. Covells , Center for Risk
Cormmunication, Copyright 2004

BRIDGING TEMPLATES
Use when you want to retyrn to yourkey peoints
or racﬂrec_t the communicalon

1. “And what's mosi Imporant 1o know is.,.*
2.

“However, wha! s mare mporian! 1o look
ot is..."

3. "However, the real lssus here I5,.."
4. “Andwhal fhls afl means s, .
3. "And what's mast Importent fo remamber

Is..»

4 "Wih this in mind, if we look of the bigger
plcturs, " ‘

7. "Wt this In mind, If we 1ake a look
back..."

8. "If we take a broadar penpeciive, ...

¥ "¥welookat the big pleture., "

10. *Let ma pul all this in perspective by
saying..."

1. "What all this Information telis me is..."

12, “Before we conlinue, let me takse o step
back and repeat that,.,"

13. "Befora we conlinue, lel ms amphasize
that...”

14, "This s an important paint because..."

15, "Whai this ali boils down to ..."

16, "Te heart of the malterk,, "

BRIDGING TEMPLATES (cont.)

17, “What malters most I 1his stuglion 5"
18, "And as | said befere, ..."
19, “And if we {oks o closer look, we woLld

Csee...
20. “Letme just odd 16 *his that..."
21, "Uhink It would be more comact to sqy..

2Z2. "Lel me pain! ou again that,, "

23. "Let me emphasize again,,.”

24, "In this context, i ks essential that | note..

25, "Another hing fo remembaer is., "

24, "Before we leave the sublect, let me ad:
that..."

27, “And that raminds ma,. "

28. “And the one thing thal is important 1o
rememberis,.."

29, "What I've said comes down to this, v

30. "Here's the reailssue..."”

31, "While...is Important, il 5 ciso Impartant f
remember, "

32, It's rue that.. but it s ¢lso rue that,, "

33, "Whalis key herels. "

GUARANTEE TEMPLATE

Use when aiked to guarantee
an event or cutcome

Seps

’ Indicate that the question Is about tha
Iuture

+  Indicate that the Past/Present predict the
futura )

. Bridge to known facts, processes or
actions

Example: (1] “You've asked me for
guarantee, fo promise something about the
future, (2} The best woy L know to talk obou!
the tuture Is to lalk about what we know from
'he past and the present; (3] And what we
knowis. " OR

"Whao! | con guorontee [assure; promise; tell
youl 5. "

3X PROBING TEMPLATE
Use when conhonted with a criticlsm,
objective, or allegation, or challenge
Steps
o Ask otleast three nan-udgmentat
queslions petore replying
[ Bridge to thres positive, consiructive, of
solution onented massagas
Example: "Conyou lel me more? Can you
heip me to betler undenstand whao! you said?®

IDK (I DON'T KNOW] TEMPLATE
Use when you don't know, can't answer,
or aren't best 1ource
Steps
*  Repeat the question (withoul negativas)
[ Say "l wish | could answer”; or My ability
1o answer & imifed:” or " don't xow"
{fess prefared)
+ 3ay why you can't answer
+ Give a follow up with o deadiine
+  Bridge to whal you can sy
Example: 1] You've asked me aboul. f2)1
wish [ could answer.,, (3] Wa're sii fooking into
1. {4) I expect to be able to tell you more by...
{51 Whatlcan teliyou is. .

FALSE ALLEGATION TEMPLATE

Use when responding Yo o hostile questian,
lalse allegation, or crificism

Sleps

s Repect/paraphrase the quastion without
repecting the negative; repeo! instsad
Iha opposile; the underlying value, or use
more naytral longuage

«  Indicate that the issue is imporant

. Indicale whal you have dona, are daing,
or willde o address the jssue

Example: (1] You've raised a sericus quesiion

obout "x",. {2) "s"is importoat fo me.., (3] We

have done the folowing to oddress v, .

RULE OF 3 TEMPLATE
Use-when responding to any high siress or
emotionally charged question
Recommendation: Previde no more Han three
messagas, ideas, or points af o fime
Example: (1] "You can do” " {2 or "y bui!
recommend (3) "z"

27/9/3 TEMPLATE
Use whan responding to any hlgh stress or
ematonally charged question
Recommendalon: Ba brief and concise in you
fasponses: no mors than 27 words, ¢ seconds,
ond 3 messages

PRIMACY/RECENCY TEMPLATE
Use whean responding to any blgh strass or
emeotionally charged question
Recommerndallon: Provide the most important

itermns or poinls first and losi

TN=3P (1 NEGATIVE EQUALS 3
POSITIVES) TEMPLATE
Use when breaking bad news
ot staling a negailve
Recommendaleon; 8alance tne negalive
massage with o least Ihres paositive,
conslruclive, or solulion orented messages




HOW AND WHEN TO RESPOND

THE BIG QUESTION When a crisis hits: how and when do you respond to
the media? The basics you already know, such as ifit's a crisis
involving any deaths or injuries, do not give out any names until

relatives have personally been notified, begin by gathering the facts,
assembling the crisis team, etc.

In an explosive crisis, something that happens instantly, you will most
likely be bombarded with calls from the media, perhaps before you are
even aware of what really happened or the extent of the disaster, It's
important to act quickly and accurately. Initially, confirm only what you
know, It's ok not to know everything right away. Stick with the facts.
Tell the truth. Do not avoid the press.. they will not go away .. it will only
make matters worse in the long run.  The press will understand if you
wait to give out information untii facts have been confirmed. What they

don't understand, and won't tolerate, is if they believe that you are
stonewalling them.,

Your reputation will be established in the first 24 to 48 hours of any
crisis. The first taste of how you handle things will linger. Your first
dealings with the press may very well influence all subsequent
reporting, so if it takes three days for you to come up with a statement
Or a response, you've probably lost the battle. This is also where the
relationships are key, because if they trust you going in, they will be
that much more open to believing you when there's a problem.

PEOPLE WANT THE TRUTH, AND PEOPLE WANT TO KNOW THAT YOU
CARE. A basic rule of crisis management : YOU MUST SHOW YOU FEEL
SOMETHIN G (sorrow, remorse, regret) particularly if there are injuries
or deaths, and regardless of whether or not you contributed to the
situation at hand. A good rule of thumb in a crisis. IT'S IMPORTANT TO
BE HUMAN. TALK AND ACT LIKE A PERSON, not as a voice representing
a bureaucracy or shielded by a large government agency.



Once the situation has unfolded and everyone who needs to have been
briefed is up to speed, it's most likely time for the first official news
conference. Up until now, your public affairs staff has most likely been
giving out the initial confirmation of things over the phone.

Remember prior to going in to the first news conference. . it's important
to have all the participating agencies on board. A joint news conference
1s ideal if different officials are going to be interviewed and quoted. It's

much easier to speak in a unified voice if the messages are coming from
the same place.

As you prepare your key messages, remember there are really only two
basic ideas you want to get across. If youre able to do this and then
really follow up on it, you should be able to handle almost any crisis
successfully, These two ideas are: YOU'RE READY AND ABLE TO DEAL
WITH THE SITUATION AT HAND, and, YOU WILL DO WHATEVER IS
NECESSARY TO ACHIEVE A SATISFACTORY OUTCOME AND TRY TO
PREVENT IT FROM HAPPENING AGAIN.



NEVER'S AND DON'TS

» Never lie to reporters. Always tell the truth!
Never say "no comment"

- Never go "off the record"

- Never speculate or answer hypotheticals

+ Never bad-mouth another department or agency

+ Never lose your cool

- Don't speak in technical jargon. Use plain English

+ Don't joke or make wisecracks
(even if the reporter does or the interview is over)

+ Don't go back on your word: If you make a
promise, stick to it

Don't criticize a reporter's performance or try
to tell them how to do their job



CRISIS COMMUNICATION STRATEGIES

There are five key communication strategies to use once a
situation develops.

1) "Single Voice" concept

It is essential to communicate.. internally and externally ... with a
"single voice". This means that all designated spokespeople should use
the same messages and similar languages so that all key audiences hear
a urified response from various mediums.

2) Anticipation

Anticipate Initial Questions and begin to Develop Some Key Messages
These key messages in times of crisis should be candid and forthright,
when applicable, compassionate, and they should always be clear,
concise, and free of technical jargon and ambiguity.

3) Opportunity

Anytime you're in a situation where you're going to be facing the media,
you have an opportunity to deliver your message and get your point
across. This opportunity is there regardless of why the press has come

calling. Turn potential negatives in to positives.

4) Attitude

Good crisis communication involves perception. If the media believes
that you don't want to be there, consider interviews a chore, or are
uncomfortable with the format, they will pick up on this and it will come
out In their reporting. It is of extreme importance to approach the media
as an ALLY not an ADVERSARY.

5) Evaluation

No crisis communication strategy is complete without an evaluation,
It's important to not only look at the process and procedures, but the
outcomes as well. Review all newspaper articles, radio and TV
transcripts, and if possible, actual tapes of the coverage. Use the
opportunity to improve for the next time you're forced in to the

spotlight.



T e Litiigs 1O KEMemper in Lrisis and Risk
Lommunications

3

First do no harm, - your waores have consequences. make sure theyre the right ones.
Have a plan.

Know whu you've ralking to and what vou're Lrying 1o accomplish.

Never argue.

Don't babble. Have a message, kiow what you want tosay and say it. Then sav It again.

Warry more ahout informing people and less about impressing them.  Use words people under-

stand.

Never lie. You won't get away with i,

(f you don't know whar you're talking abour, stop talking.

Never think your comments are off the record even if you've decJa:'e& then to be off the record.
Never say anything you don't want . read on the front page of tomarrow's newspaper.

Don't further debares. try to end theq,

If you don't know tha answer to a question, say, " don't know."

Don't think journalists are your enery. They have jol: Lo do and are critical to your ability o

communicate effectively with the public.

Dun't think journalists are your Iviends. They don't owe yuu any favors so don't expect uiny.

Don't wrn a simple problem into a crisis. Conversely, don't discount a crisis or assume it will i{
away. Carefully analyze the situation and respond accordingly,

Don't ascrine Llame,

Accept blame when you are at fault.
Don'r get angry.

Apolagize when necassary.

Practice. pracrice. practice.

N
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* Don't rush or appear to be in a hurry.

[f you don't understand a question, say. [ don't understand the questior."

» Ifyou don't know the answer to a question, say, "I clan’t know."

—
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THE PRESS BRIEFING

The press briefing or news conference can be an exceallent forum for reaching the
media if used properly. If it is not done correctly, it can be disastrous and may seriously
damage the credibility of your agency and others you are warking with. A valid reason
for calling the briefing, detailed planning, communication with others and preparation
fore the key elements for success,

Calling a press briefing

A press briefing or news conferance should only be called when you have
significant news to report that because of its importance, scope or immense
public interest cannot be covered in a press release. This news may be of a
highly controversiai issue, an unusual event or an emergency situation. In other
werds, don’t throw a press conference for any old reason.

All briefings must be carefully planned.

Notifications of the press briefing should be done as soon as possible. Send a
fax, send an E-mail, send a press release, make a phone calt or do all of the
above. Put it to the attention of the News Editor. It may be impassible to alert alt
media in time for a prass briefing, especially during an emergency or at the
scene cf a disaster. In those cases, post notices of the conference where media
are congregated, make announcements via a PA system or contact the
Associated Press which can broadcast your announcement to most news media
outlets.

When possible, send notification of your press briefing on agency letterhead or
news release stationary. Make sure to include date, time, place, directions, who
will e speaking, what the subject matter is, any speciai instructions (for
example; wear boots to scene) and a name and contact phone number.

Follow up, when possible, with a phone call a day ar two in advance if the notice
was sent mare than a few days earlier,

10 a.m. is an optimal time for a press briefing since it is before most media
deadlines. During an emergency, you may have to conduct numerous briefings.
Try to schedule them around typical television deadlines which are at least 30
minutes before the newscast. Do not schedule news conferences at noon, 5 or 6
o.m. or 11 p.m. uniess absclutely necessary. Do not hold a briefing after 2 p.m.
unless necessary because newspaper reporters must let their editors know what

will be in the next day's paper beginning at 3 p.m.

For a planned press briefing, Monday mamings typically werk well since Monday
is usually a slow media day. In many cities and towns, governing bodies meet on




Monday or Tuesday afterncens or evenings sc be sure to plan around those
mestings. If County Council has a hot planning issue on its agenda which is sure
to generate controversy, your event will most likely be pushed aside by either an
editor who does not have a news crew to send, or by the news directer or editor
who will not give your stcry prominence in the newscast or tomorrow's paper.

If you want an event covered. Try the days before and after holidays and the
week between Christmas and New Years when news organizations are
scrambiing for hard news items. But be careful not to issue really negative news
about 100 suspicious deaths at a nursing home cn Christmas Eve. The months
of July and August are also traditionally slow months. Be mindful of other news
happening in the area at the time. Don't schedule a news conference on a new
grant for wastewater projects when a hurricane is expected to strike at any time.

COMNDUCTING THE PRESS BRIEFING

Held the press briefing in a large room or meeting hall, as long as it does not
interfere with operations or put the press in danger.

. A podium, lectern, or head table shouid be set up as a piace far reporters to
position microphones.

Any charts, maps or other visual aids should be set up and organized well in
advance of the briefing.

Provide space for camerzs to be set up and seats for reporters.
There should be ample electrical supply and outlets.

Telephones should be readily available.

Ycour agency logo should be behind the speaker or on the padium when possible.

if held outdocrs, briefings should be away from busy highways, pedestrian traffic
or naisy environments. Provide a table or lectern for microphones.

Get organized before the press arrives. They won't have time to wait for you to
set up.

Always start your press briefing on time. And know that some reporters will be
late and you may have to go cver seme details again.

Have an agenda and make sure all speakers have a copy. You need to make
sure speakears are sure in what order they are speaking and what happens wnen
they finish (do they turn it back over to the master of ceremanies or do they

introduce the next speaker.)



Make sure all speakers who need them have bullet points which address the
main topics and include the message in bold fefters.

Pass out press kits to members of the media as they arrive. The Kits should

contain:

. A press release giving details of the briefing

o Background information on the agency or agencies invoived
‘ Caopies of the text of the prepared speeches

. Background information ar bios on the speakers

o A business card of the PIO if questions come up later.

Limit the number of speakers to three. Four at absolute most. If paiitics are an
issue, make sure the politicians are recognized, but they do not need to speak
unless they have something important to say and are on the agenda.

Start the briefing with a short opening statement which identifies the key
speakers, gives the reason for the briefing and presents the most important
information. Make sure to leave time for questions at the end.

Keep answers brief, and to the point.

Use simple sentence structure. Reporters are looking for quotes, long sentences
will be summarized.

Avoid jargon.
Look at the reporter who is asking the question, not at the camera.

Avoid sudden movements or hand gestures. Don't fidget while sitting. While
sitting, watch the speaker. AND DON'T DOZE OFF!!

Limit the briefing to 30 minutes and leave time for questions.



CONFRONTATIONAL INTERVIEWS

A reporter may attack with or without warning, hoping to get more of
a response by placing you off guard. NEVER let a reporter get your
goat. In other words, "never let them see you sweat."

When a reporter confronts you in a hostile manner, there are three

major mistakes you can make.

®* FIGHT  Anger plays right into their hands. If you show anger
it will end up making you look bad, as if you are guilty
or trying to cover up something.

® FRIGHT Don't display fear; just as with animals, if your
attackers sense you are afraid, it often prompts them
to attack even harder.

® FLICHT The worst thing you can do during an interview is to

leave. If you walk away in the middle, particularly

if a t-v camera is rolling, you will always come out the
loser.

WHAT TO DO:

When you want to strike back, attack only the issue, never the
reporters or the media they represent. Continpe to respond with a
calm, courteous and cooperative attitude. A calm approach can be your
most valuable asset. State the facts as you know them. Find as manjr
areas of agreement as possible. If the reporter, and ultimately the
audience, believes you share something in common, they will be much

more likely to see things from you perspective,



SUCCESS STRATEGIES
for
MEDIA CRISIS INTERVIEWS

S State the Facts
U Use examples to get your message across

C Create a calm, environment
(Cool, calm, collected)

C Credibility counts
Know what you're talking about
Always tell the truth!
E Emotions accepted
It's OK to show sorrow or regret if something
bad has happened

S Stay focused. Remember your Key Messages

S Simple, short and sweet
Don't be tempted to over-talk.

Media Mentors (610) 566-5557



INTERVIEW TIPS

Wear a dark suit, white or light-blue shirt and dark solid tie that does not stand out.

Remove lapel pins and jeweiry. A wedding band is fine, but bracelets, cufflinks, other
rings, eic. should all be removed.

Remove your watch - jt will keep you frorn looking at it during the interview.
Go to the bathroom before you start,

Ir make-up is offered, take it. If it is not offered, ask the pfoducer if you need face
powder, and don't be embarrassed about asking.

Before the interview begins, ifanything is bothering you - a light is shining is in your
eyes, your chair is too low or high. your microphone cord is in the way, there's something
distracting in your field of vision, whatever it might be - tell someone.

Be comfortable but sit up straight. Don't fidget.

Refax. This is a conversation. not a confrontation. View it as you would any other
cenversation and be calm, attentive and responsive. (This is especially important if the
questioning becomes pointed or aggressive. Remain calm and friendly no matter what.
[t wiil all be gver soon.)

Look at the questioner, listen to his question and respond to him directly. Don't look at
the camera, ‘

" Use facial expressions fittingly. Don't grin or scowl or be impassive throughout the

interview. 3imile and frown when appropriate and as you would when engaged in a
normal conversation,

Answer questions fully but don't over-answer. By going on-and-on with an answer you
often open unintended avenues of discussion.  Plus, you're almost certainly boring
listeners,

Answer questions fully but don't under-answer. Don't be curt, terse, or abrupt. Provide

encugh detail and context to make your answer informative and-camplete.
R AE

Avoid negative body language and other non-vertal barbs. Don't rol] your eyes, shake
your head, cross your arms, tap the table, sigh, or show any other sign of irritation,
disgust or anger.

Don't argue.

Don't interrupt.

If you are interrupted, no matter how many times, do nat complain,

i

e

PARTNERING WITH THE MEDIA & THE PUBLIC DURING EMERGENCY RESFOINS

RISK COMMUNICATION:



Top 18 assumptions about TV reporters

10. They can tell you what's really going on. Well, yes. But chances are they've already put

almost everything they know into a stery already.

g, Thex; have writers who teli them what to say. No. They write it, which explains why some of

it is so poorly written.

8. Reporters love dirt. Absolutely true.

7. Reporters love stories about ¢crime. A few do, but most don't. A few reporters thrive on the

act of knocking on the door of a bereaved family and requesting an interview. Most would
rather pull their eyebrows out.

6. Reporters consider it demeaning to do a feature story on, say, a cat show, Some reporters

crave the lead story. Many don't. Cat show stories cah be low impact, fun to tell and lack the
gut-wrenching drama of hard news. They may aisc be the mest memorable stories in the
newscast, Its hews directors who despise sending their own staff to the cat show stories.

5. TV reporters are Urscruputous. Mostly no. They have ethical standards and can get fired if
they don't adhere to them. However, some are pretty cutthroat when it comes to beating their

competitors.

4. TV reporters despise other TV reporters, Mastly untrue. Competing reporters eat lunch and

drink beer together after work all the time. But a small handful will shake their fists and curse
the presence of their competition. TV photegraphers, on the other hand, are an almost

universally collegial bunch.

3. TV reporters don't work as hard as newspaper reporters do. Until recently, newspaper

reporters couid often go'for days without actually producing a story. That gave them time to
develop stories and work beats. Cutbacks in newspapers have changed that. Meantime, TV
reporters have to work constantly to service round-the-clock newscasts. frem 5am to noon to
6pm to 11pm. They ail wark equally hard.

2. All TV reporters are anchor wannabes, Few TV reporters would turn down an anchor siot,
And the reason is simple: Anchors make better money and don't have the grinding workload

reporters have.

1. TV reporters are roliing in dough. No. Starting reporters in markets like Savannah often have

to take second jobs to make ends meet. Atlanta TV reporters can make six-figure salaries after a
few contract cycles. But only the highest-profile reporters make the big money. Most of em
have credit card debt just like you go.



MANAGING THE MEDIA
INTERVIEW PITFALLS

Pregnant Pause: Don't fill it

Either/or questions: Don't feel you have to pick one
You can say neither of the above

Multi-part questions: You can control the answer to best
match your key messages and objectives

Vague or open-ended questions: You can choose how to
answer or ask the reporier to restate

False preface/Leading questions: Defer and Deflect to
the real issues and questions

Don't legitimize loaded words by repeating them: Either
leave them out in your response or change them to disarm

Don't be afraid of not answering a question: Explain why you
can't ("I don't feel qualified to answer that" or "I don't have
that information at this time")

Turn negative questions into positive answers

If you make a meaningful error, stop - admit it - apologize -
give the correct answer - and continue the interview

Don't accept a reporter's statements or facts as the ultimate
truth: Feel free to courteously challenge, if you believe the
information to be inaccurate



BODY LANGUAGE

Don't cross your arms; this creates a barrier between
you and the reporter; makes you look defensive or
stand-offish

Don't point; it looks accusatory

Try not to gesture with your hands too much (the
exception is if you're pointing to a model or poster as
demonstration)

If standing, stand with weight distributed equally on
both feet; don't rock, sway or move from side to side.

If seated, sit up straight in your chair; do not swivel
or rock back and forth (A straight-back, non-wheeled
chair if preferable)

Don't tap feet, play with hair, fiddle with glasses or
do any other habit that will distract reporter, and
ultimately the viewer

Do maintain good eye contact with the reporter; don't
worry about looking into the camera

Do smile (when appropriate to the situation)



INTERVIEW HINTS

Never Lie

Be yourself. Don't develop a different persona
for media interviews.

Stress the Positive. When appropriate, relate
good news and helpful information.

Keep your message simple. Comments should
be brief, to the point and easy to understand.

Stay within your own area of expertise. Don't
allow yourself to be drawn to other topics.

Don't be afraid to repeat key points.

Don't parrot the reporter's words and phrases.
Use language that best suits your style and your
message.

In general, the tougher the questions, the
shorter your answer and the calmer your

demeanor.

Don't allow distractions to throw you.



TWITTER TOOLS:

Twitterfall

Monitter

Topsy 35 ‘
(results can be followed through RSS feeds)
Twazzup www Ewazzup.cam
Tweepz vww.tiveepz.com
Trendsmap WWW, ;rendsmap’ com
Twitter Map WWW, tw1ttermgp appspot.com
Backtweets wivw.backtweets.com
Twitmail WWW, mltmaxl,gom
Favstar WWW. fazgtar‘cgm
Twitrland

Twitpic

Bmg Twitter Map

wMDOxOTksoTkz;ﬁo4MS4zMz14leg5 ]" ‘
YXBwPTQwMzI2

Search by Geo-location in addition to hashtags:& keywords
www tweetorid.com near:Orlando

www search.twitter.com near: 32822 w1thm.5m1
www.twoogel.com '
www. twitkernano.com

www.geochirp.com

Browser Add-ons:

Chromed Bird (for Google Chrome)

hitp: / /www.chromeextensions.org/social:
commmunications/chromed-bird-twitter-extension;
FEchofon (for Firefox) www.echofon.com twitter firefox

SOCIAL MEDIA DASHBOARDS:
TweetDeck www.iweetdeck.con
Netvibes www.netvibgs.comy/en

HootSuite www.hootsuite.cam
(Follow Twitter, Facebook, LinkedIn, Foursquare, Wordpress,
MySpace, etc.)

Backpage

Search YouTube
Creepy (Geolocations)
Board Reader
Twitchy

Craigslist
Statewidelist

SEARCH EXAMPLES:
twitter search contains both “twitter” and “search”
"Orlando FL" contains exact phrase “Oriando FL”
"samminole” OR "lake” contains either “Seminele” or “Lake”
super —man contains “super” but not “man”

¢ #orlandoFL contains the hashtag "orlandoFL”

. Orlando until:2013-06-13

. from:breaking news

sent from person “hreaking news”
sent to person “breaking news”
contains “orlando” sent since (date)
contains “orlandoe” sent up to (date)

to:brealing news
Orlando since:2013-06-03

. Orlande? contains “orlando” and asking question
i Orlando ) contains “orlando” w/a positive attitude
containg “oriande” w/a negative attitude

i Orlando:(

Backpage
Pinterest
Tumblr
Foursquare
FriéndFeed
Addict-o-matic
Newszpile
Fliclr
Instagram

mw mygpacg com
mw "n’kedm com

www blackp_laget com
w cla§§mates,gg

. www my]lfe com

www tumblr com

www,lnstagzam com
wiww:backpage.com

socr"*LzNETWORKLNG SEARCHES

www icerocket.com
wwyg 1too!s com
WWW. spy appspot cgm

www iwhostalkin.com

www.yacktrack.com/search
wwwaddictomatic.com

www ‘socialmention. com

WWW, boardreadgr com (forum search)
wwaitwitchy.com
wiww.craigslist.extads.com
www.statewidelist.com

(Statewide craigslist search)
www.searchbackpage.com
www.pinterest. com/sengineland/
www,searchlr.net
www.dsqmap.com
www.friendfeed.com
wwiw.addictomatic.com
www.newzpile.com.
www.flickr.com/search/
www.searchinstagram.com/
hitfp://statipram/ingtagram
wivw.worldc.am {Location Search)
www.followgram.me

http: / /weh.stagram.com/search

www.iphoneogram.com




SEARCH FOR PEOPLE / USERNAMES / EMAIL / PHONE;

Winlk www.wink.com
PeekYou WWw.peekyou.com
Pipl www.pipl.com
Spokeo www.spokeo.com
iSearch www.isearch.com
ZabaSearch www.zabhasearch.com
Zoominfo wyw.zoominfo,com

Been Verified www.beenverified.com

PRIVATE CHATS:

Chatzy www,chatz.co
Cryptocat hitps:/ /cryptocat
ChatCrypt www.chaterypt.com/

ChatStep https://chatstep.com
SEARCH ENGINES:

Google VWWW, le.com
Bing www.bing.com
Yahoo www.yahoo.com
Ask.com www.ask.com

Yahoo/Google ussearchboth.net
Bing/Google  http.//fvrww.bing-vs-googlegom/
Silo Breaker  www.silobreaker.com

WWW, tw1tcaps cem
mtwlcsy Qm

 www.e mpﬂgh’t 8141}
www phntgsugar‘con [Tw1tter)

' 'gle Images htt':"“- :
mmmy_@,gm (reverse Image search)
v ik

GQI 16. Maps
Google Barth

Shodan w.shodanhg.com
ANALYTICS:

Topsy WwwW.tORSY.Coim

Alexa www.alexa.com

Maltego www.paterva.com/weh&/
Google www.google.com/andlyties/
ANONYMIZERS:

(Should be used to mask your [P address)

Anonymouse — WWW.anonymouse.org

Hide My Ass  www.hidemyass.com

PDF My URL  www.pdfmyurl (screenshots of websites)

TOR hitps:/ fwww.torproject.or

DOMAIN SEARCHES:

Domain Toeols www.domaintools.com
InfoSniper www.infesniper.net (geolocation)
Robtex www.robtex.com

Whols-Search www.whoig-search.com
Whois.net www.whois.net

ARIN http:/ fwhoisarin.net/ui

VISUALIZERS:
Twiangulate — www.twiangulate.com /search/
MentionMapp www.mentionmapp.com

Facebook wwwlocomtato com[facebookwsuahze
YouTube ; ato.¢ A5
MySpace wwwlacocitatg. com[myspacgmsuahze
Wordle www.wordle.net

Tagxedo www.tagxedo.com

IPZLOCATION  www.iptlocation.com
[P Locaticn www iplocation.net/index.php

RSS FEED READER:

' BazQux Reader

) ht;t_ p' ZZbazguz Com/_’
I_noRea'der wtps://inoreader.cem

WWW, feed]y com
www newsialur com

RSS (Really Simple Syndication):

Web feed formats that include full or summarized text
from blog entries, news articles, videos sites etc. To
access the RSS feeds for most sites, look for the image above.
Click on the image and copy & paste the feed into your
reader.

. Some websites that do not have the RSS Feed links may still

be accessible through your reader (ex. Twitter feeds,
Facebook, YouTube, etc.).

Creating RSS feeds in GOOGLE:
1, Enter search criteria
2. Select “News”
3. Scroll to the end of the search results and click on
the RSS link
4, Copy and Paste URL into your Feed Reader

Creating RSS feeds in BING: ,
Any general search in BING can be made into a RSS feed by
adding &format=rss to the end of the search result page’s

! URL.




GOOGLE SHORTCUTS: {0btained from Advanced Google Guide)

nckia phone
sailing or boating
“love me tender”
printer ~cartridge
Toy Story +2
~auto
define:serendipity

how now * cow

+

*

link:(find linked pages)
#..# (search # range)
daterange:

info:(info about a page)
cache:

allintitle:

site:(specific website)
site:country code

intext:

allintext:

phonebook:
bphonebook:

weather:
filetype:(specific file)
site:{specific domain)

inurh

the words “nokia” and “phone”
gither the word "-sail:i_ng” gr “boating”

the exact phrase “love me tender”

contains “printer” but NOT “cartridge”

movie title including the number 2
looks up the word autb“an'd"-syrrdhyfﬁs

definitions of the word serend’i’pity

the words how now-cow separated by - 0

one af more words
addition

subtraction
multiplication
link:wwwlifehacker.com
nokia phone $200..$300
hosnia daterange:201105-201206
info:facebook.com
cache:google.com
allintitle:"nike” running
éité:facebook

site:br “rio de Janiero”

intext:suspicious (search.for keyword:
in body text)

allintext:north pole (return pages with
all words specified in body text)

phonebook:Goegle CA
bphonebook:Intel OR {business #)
weather:32822

yemen filetype:ppt
site;.eduy, siter.gov, sitetorg, etc.

inurl:Hammami (restrict search to
page URLS)

:ILETYPE" SEARGHES:

sitemmyspace.com inurl:blogs (GE | “General Electric”)
Videas . - .

s1te:mjzspace com inurlivids (GE | “General Electric”)

sitemmyspace.com inurl:jobs {(GE | “General Electric”)

ADDITIONAL “SITE”, “INURL" & “FILETYPE” SEARCHES:

site: .gov | .mil inurl:/FOUQ/ filetype:pdf
site: .net | .org inurl:/LES/ filetype:doc
site: .com | .gov "FOUO” filetypeippt

*¥You can use keywords to search in place of document

classification:

site: .gov | .edu "AQAP” filetype:pdf
site; .com | .net “Sovereign Citizens” filetype:pdf

Please teel free to share this guide within your or gamz”ltlon An electronic copy is f\valhble upon :equest Fm
3 questlons or additional information please contact: ;

Phone: 4-07—858—3901-
Email: hperez@seminolesheriff.org

Links active as of 20 August 2013

CFIX
Phone: 407-858-3950
Email; CFIX@ocflnet




RISK AND CRISIS COMMUNICATION:

77 QUESTIONS COMMONLY ASKED
BY JOURNALISTS DURING A CRISIS

Journalists are likely to ask six questions in a crisis (who, what, where, when, why. how)

that refate to three broad topics: (1) What happened? (2) Whar caused it to happen?:
(3) What does it mean?

Specific questions include:

1) What is your name and title?

2) What are your job responsibilities?
3) What are your qualifications?

4) Can you tell us what happened?
5) When did it happen?

6) Where did it happen?

7) Who was harmed?

8) How many people were harmed?

) Are those that were harmed getting heip?

10) How certain are you ahout this informatian?
H) How are those who were harmed getting help?
L2} Is the situation under control?
13
) Is there any tmmediate danger?

5) What is being done in response to what happened?

3} Who is in charge?

7) What can we expect naxt?

) What are you advising people to do?

} Flow tong will it be before the situation returns o normal’?
J Whar help has been requested or offered from athers?

) What responses have you received?

) Can you be specific about the tvpes of harm thar occurred?
} What are the names of those that were harmed?

) Can we talk to them?
)
)
)
)

)

|

} How certain are You thar the situation is under control”?
)

)

)

—

8
9
0

l
77
3
!

How much damage occurred?

What other damage may have occurred?
7} How certain are vou?

8

9

Z
22
3
3
25

How much damage do you expect?

’
2
)
2
?
:

7t
o
5

} What are you doing now?
0) VWho else is tnvolved in the response’
L) Wiy did this hay pen?

RISK COMMUNICATION

PARTMERING WITH THE MEDIA & THE PUBLIC DURING EMERGENCY £3POMSC




YWhat was the cause?

]
) Did you have any forewammg that this might happen?
1) Why wasn't this prevented from happening?
) What else can go wrong?
} If you are not sure of the cause. what is your best guess?
) Whe caused this to happen?
} Who is to blame?
) Could this have been avoided?
) Do you think those involved handied the situation well enough?
) When did your resporse to this begin?
42) When were you notified that something had happened?
) Who is conducting the investigation?
1) What are you going to do after the investigation?
45) What have you found out so far?
16) Why was more not done to prevent this from happening?
47) What is your personal opinion?
48) What are you telling your own family?
} Are all those involved in agreement?
50) Are people over reacting?
3 } Which laws are applicable?
52} Has anyone broken the faw?
53} How certain are you?
54} Has anvene made mistakes?
55) How certain are you?
} Have vou told us everything you know?
57) What are you not telling us?
58} What effects will this have on the people involved?
59) What precautionary measures were taken?
10) Do you accept responsibility for what happened?
i1} Has this ever happened before?
) Can this happen elsewhere?
33) What is the worst case scenario?
C) What lessons were | - arned?
65) Were those lessons inplementec?
} What can be done to prevent this from happening again?
} What would vou like to say to those that have been harmed and to their familtes”
} [s there any continuing the danger?
) Are people out of danger? Are people safe’
) Witl there be inconvenience to employees or to the public?
} How much will all this cost? o
) Are you able and willing to pay the costs?
) Who else will pay the costs?
) MWhen will we lind out more?
J What steps are being taken to avoid a similar event”
)
)

67
68
69
70
7

i

7

--1

7
7
7

|
2
3
4
3]
6) What lessons have vou learned about why those steps have not already heen wken”

T) What does this all mean”

Wepringed from: Covello, VL Keeping Your Fload lo A Crisis: Responding 1 Communicasion Ciaflgaes Posal By Bi

teiorisi Az Lenerging Tnfectioes Diseases. Sssueianion of Stare aod lerritorial Health Gificens D85S PO 2003 1) P

)
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SOCIAL MED!A TRADE_; .

A )

BY ALICE LIPOWICZ

3 ith a few easy steps,
! federal departments
can do.more to boost
their social media presence with
best practices for organization,
configuration and .design,
accordingto a new report from
Foresee Results research firm.
Al LS Cabinet-levelagencies
are usingg the three most popular
social media sites — Facebook,
Twitter and YouTube — and
could see even greater results
for their efforts by taking advan-
tage of lessons learned by other
agencies, Larry Freed, peesident
of ForeSee, wrotein the feport
released Oct. 25, o " )
Here are Fore$ee's tips:
L. Create an aggregate Web page
that lists all the social media
accounts. That gives visitors an
overview of social media activ-
ity for thre department and help
people who may not be aware
of the multiple accounts and
connections. The list shauld
include aset of clearly labeled
links, usually in the form of
icons, to all active socml media
accounts, :
2. Includeinstructions to users
encouraging them to click on
the links. The instructions
could eead “Stay Connected”
or “Connect With Us,” which
helps members of the public
understand the purpose cf the
links.
3. Use conventiona! icons for
commont sacial platforms so vis-
itars can easily recogriize them.
4. Customize social profiles with

a recognizable color, design or
other unifying visual theme. All
13 federal departments have
customized their Twitter pro-
files, for example. This includes
changes'such as adding a color
background, text or images, the
study states.

5. To help the audience verify

- the authenticity of your Twitter

account, display the “Verified
Account” provided by Twitter.
Fourtéen of the 13 departments
are already doing that. .-

6. Use the word “official” and
the agency’s official logo in the
account description and some
form of the department’s offi-
cial name in the Twitter handle.
7. Use the Tw1tter favonte fea-

“tuire tohighfight content to help

visitors connect with popular or
important content. Favoriting
can also serve as a repository
of commonly accessed informa-
tion, such as tweets with links
to news or otheér regular piecas
published by the organization.
8. On YouTube, use playlists to
organize videos thematically to
help visitorslocate content more
easily. For example, ‘group all
official speeches or press brief-
ings together.

9. Use Facebook applications
such as Notes, Photos and
Discussions only if they will
be maintained on an angoing
basis. This is ta avoid frustrat-
ing visitors and providing an
unsatisfying experience.

10. Use a separate tab on the
protile page to describe policies
on using, editing and deleting
comments, B

Infrastructure
Optimization
Strategic Repo‘rt

Infmscmcture opclmutmm may mean very differenc
things © deferent otganiztions; qc:mc: braanizations
Lok ro storage management as a way to oprimize. On the
data side, researchers h’lve found thar, datg sprawl and poor

'quallty dan can]| lead to poor appllcanon managemene and ' s

performance, which affece end user sarisfacrion. [n some cases,
cloud computing has been heralded as the panacea, The use
of virnzaliation and the need to green hoth the dara center
and the organizatior: continue to e hot button topies, and
contribute to the cha[[en‘ges of infra.sl:ucrure (iptimization

Relmng in rogue cloud 1mpfementat10ns

Users ho lehger need the [T team tc research and purchase
applications and infrastructurs for them, especialy f thosa
applications and senices are in the cloud. However, clrcumventing
the IT team has its costs. Here's how IT profassicnals can reduce
the number of unapproved mplementations,

Four ways tu save green by gomg green

T departments are anreasmgly in charge of redycing an .
arganfzation's carbon footpnnt and energy consumption, and,
‘severaj new methods can halp. Experts outling four emerging
methods that any 1) manager can use,

o :Mo'vi'ng to a virtual desktop strategy

There are many types of v1rtuai dasktop :mplementanons whu:h
car? reduce costs and management burdens Orgamzanons must
choosa wnse(y to aVOId faxhr'g to reahze these berefts.

@ Manégihg Software SpraWi

The averags enterprise might nave tbousands of appications
mstalled and, at any given tlme as mary as 40 percert of
them are SI[‘TIﬁg idle, experts say. Heducu‘g the number of
appircatrons can save money and Boost user satlsfact\cn

{ '@Djz"l‘op Storage Trends for 2011

Storél‘gé mandgement is crucial 1o reducing backup tmes,
improvirg archiving and providing decess to the dght data at
tra fight time. Hare are five trends that will shaps the siorage
managerment procass in 2012,

Onling raprt sponsored by: GovConnectior

Go to: GCN.com/
specialreportinfrasOptim

GOYERKMENT COMPUTIR NEWY Naveambar ¢, 201 E
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THE INTERVIEW

REASONS YOU MIGHT BE INTERVIEWED
The interview is a fundamental way that a reporter obtains information for a story. Some
of the reasons you might be interviewed include:

As a result of first-hand involvement or participation in the news event

As a prominent source

To provide an expert opinion or comment

To supply background information

To supplement a written document with “live” comments

To supply an audio or visual compeonent for radio and television broadcasts.

REPORTER'S RESPONSIBILITIES
Journalists receive much training and experience in conducting interviews. When
contacted by a reporter, you should expect him or her to do the fellowing:

Identify himself or herself

State the purpose of the interview

Specify time, place and approximate length of interview

Consider the requests you make and respond to them

Honor mutually agreed upon conditions

Research the subject matter, prepare for the interview and ask reasonable and
intelligent questions (good luck)

. Write the story accurately and fairly

- a - - -] -

INTERVIEWING THE REPORTER

Obtaining information about the reporter, the news organization and the purpose of the
interview is the first step in deciding whether or not your organization will grant an
interview. Use the fellowing questions as a guideline.

. What news organization foes the reporter represent?

v Who will conduct the interview? What's that reporter's background? Reputation?
Specialty?

. Why have you been chosen as the source?

. What is the topic and the purpose of the interview?

. What type of story is being written?

. What is the reporter's deadline?

. When and where will the interview take place?

. Are the ground rules clearly defined and agreeable to both you and the reporter?




ASSESSING YOUR ORGANIZATION
Assess the internal situation of your organization is the second step in deciding whether
or not to grant an interview. Consider these questions:

’ Does your organization have an official poticy about responding to press
inquiries? If so, what is it?

. Once you have obtained information about the reporter, the organization and the
reasons for the interview request, does your organization want to respond?

. Does your organization have a public information/affairs department or person?
If not, who is the most appropriate person to respond?

° Are you prepared to give a response? if not, take some time to construct a

simple, but informative response. A reporter's deadline is rarsly so tight that you
cannot take at least a little time to prepare.

HELPING THE REPORTER HELP YOU
Before meeting the reporter for the interview, there are several things you can do to
help the reporter do his or her job and to help ensure the accuracy of the news story.

. Ask the reporter if he or she needs any other information in addition to the
interview.

o Prepare a written statement or press release for complex, technical matters or
controversial issues.

. Save previous newspaper articles about the subject for your own information as
well as to send to the reporter or show them, if accurate and appropriate.

. Have fact sheets about your organization or topic available.

. if applicable, supply a resume or a biographical sketch.

. Offer to share any materials that might be helpful (public annual reports,
brochures, etc.)

. Suggest additional sources and references.

. Offer to help the reporter if e or she wants to check back with you.

GENERAL GUIDELINES

. Don't agree to be interviewed and then change your mind.

. Respect deadlines. Return phone calls as soon as possible.

’ Select your responses carefully. Ask yourself; how will this statement be
interpreted or edited?

. Keep your audience in mind. Speak to their level of expertise and don't use
jargon.

. Anticipate questions and prepare responses if possible.

s Keep to the point. Respond with concise, well-focused answers and present the
most important information at the beginning of each response.

. If you don't know the answer, don’t make one up!! Say you don't know and offer

to get the correct information (and keep your promise!)
. If you can't answer a guestion for whatever reason (confidentiality, security)



CRISIS MEDIA RELATIONS PREPARATION

Planning is everything in crisis media relations. If you wait to start your
media or public relations campaign when the crisis happens, it's too late.

1) First and Foremost: Build Relationships with Key Media

If the press know and trust you you're halfway home, despite the crisis.
But if they don't know you, or even worse, if you've avoided them in the
past, then they have no reason to believe you or work with you now
when you need them.

2) Keep Press Lists Current and Make Sure to Update Regularly
Although government employees may stay at their positions for years,
media people move around. The average length of stay at any media
job is less than a year and a half, As a result, media lists should be
updated at least every six months. Many software programs update
automatically these days; a media database program is an expense well
worth it. And one more word regarding press lists, if they're not
already, make sure e-mail addresses are added to all your media files.

3) Review Current Background Materials and Press Kits

What materials do you have available to give out on a routine basis, or
for supporting material during a crisis? If you don't already have them,
have full press kits prepared, so when the time comes, you can pick and
choose among the items as needed. You also might want to consider
video as part of your background materials. If you are responsible for a
sensitive or secure area, or some very remote locations, if you can
provide video to the media until they are able to get on site, it can be a
big plus.

4) MEDIA TRAINING FOR KEY PERSONNEL

This includes top staif and any person serving as a spokesperson, as
well as any back-up spokespeople. Crisis routinely occur when the
Director or Designated Person is on vacation out of town. When
selecting the media training, make sure it is balanced between
electronic (radio and TV) and print (newspaper and magazine). TV is
important, but many trainers focus so much on TV, they ignore print,
and some of the deepest trouble you can get in to is if you don't know
how to handle a print interview. Print interviews tend to be longer, and
allow you to talk more, solstrongly encourage training for both
mediums.



What The Media Will Ask During a Crisis . |

Be prepared to reépond to questions about the following:

A. Descriptiohs of the emergency

. Cause of the emergency

. When it happened

. Spread of the amergency ‘

. Extent of releases, spills, blasts, explosions, fires
» - Levels of radiation, hazardous materials released
. Description of cdors, colors of flames, etc.

. Attempts at rescue or escape or evacuations

' Soundness of structurs, systems, equipment

. What the next steps will be

B. Response efforts .

How was the emergency discovered

Who sounded the alarm and summoned aid
Were there any forewarns or prior indications of an emergency
Status of the location at time of an emergency

Current status of the location and of the responsa

Interview opporiunities with participants, key witnesses
Interview opportunities with key responders, officials
Interview oppartunities with experts

C. Casuaities

. Number killed, injured, missing
. Nature of injuries received
o Care given to injured

Whether or not people were contaminated

Where injured were taken for decon and treatment
Prominence of anycne who was killed, injured or escaped
How escapes was completed, handicapped or stopped
Numbers of people evacuatad, from where, to whers

D. Property/Equipment Damage

Description, kind of buiiding, dam, facility

Proximity to vital ar volatile areas (schoals, hospitals, oil refineries)
Estimated value of loss

Importance of property

Other property or buildings threatened

Previous emergencies or past problems with this equipment or location

(Continued on back)




E. Relief efforts

Number involved in rescue and relief

Agencies involved in rescue, relief

Equipment used

Obstacles to rescue or correcting problem

How problem was prevented from spreading

Acts of heroism

Capabilities of off-site agencies to respond if necessary

F. Public Protection

What was the protective action decision made
What was the basis for this decision

Who decides what action will take piace

Where are these decision makers located

What sheitering options were/are being considered
What evacuation means

Why livestock are sheitered

How decisions makers learned of emergency
What agencies have responded

What agencies are expected to respond

What methods have been used to educate the public about the threat before and
during the emergency?

G. Health consequences

Whether or not there will be ilinesses, increases in cancer or other fong term
iilnesses

Definitions of expcosuras

How time, distance, shielding can provide safety

What to do if public fears they have bsen exposed

H. Legal and financial consequences

Whao will pay for the accident

How the emergency could affect stocks, rates, stc.
Will real estate values decline

How much insurance is available, from whom
Who can people contact for legal action

. More information

Where can | call for mare information



